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1. Explaining our Project

Why did we decide to do this topic? . Explaining the data



NYC'’s Credit Fraud Problem

e In 2020, there was a record number of 67,000 identity fraud and credit card fraud
cases reported in New York.

e This was an 85% increase from the amount of reported cases in 2019.

e Statistics show that the amount of money stolen will continue to increase per year
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Where we collected our data Explaining the CSV file

e All data comes from a large CSV file e All "V...”" variables are the result of a PCA
transtformation to keep the confidentiality
of the cards.

e Time: The amount of time passed from
* LSV contains 280,000 ditrerent the transaction compared to the first

provided by Kaggle

transactions from September 2013 in transaction in the CSV file.
e Amount: The amount of money spent with

the transaction
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2. Fixing our data

e The original CSV provided only had 500 out of the 300,000 transactions be
fraudulent

e Only 0.172% of cases were fraudulent, and attempting to train any models with this
data would return incredibly low accuracy, precision and recall scores.



'class weight': 9:1, 1:10;, "balanced’

‘class_weight’:
e Non-fraudulent (O) cases were given a regular penalty amount of 1, meaning minimal penalties if
misclassified
e Fraud (1) cases were given a weight of 10, which would penalize the model greatly if misclassified.

‘balanced’:

e Non-fraud (O) cases have a normal weight of 1
e Fraud (1) cases weights = 500x higher to counter the imbalance of data

X_train, X _test, y _train, y_test = train_test_split(X, y, test _size=0.2, stratify=y, random_state=42)

‘stratify=y’:
e Without stratify=y: the train/test split is random, so a set might have zero fraud cases by chance.

e With stratify=y: keeps the same fraud ratio in train test guaranteeing that fraud cases show up.



Checking for misleading metrics

dummy = DummyClassifier(strategy="constant", constant=0)

dummy.fit(X train, y train)

e Dummy Classifier predicts all data as not being fraudulent
e Proves that accuracy isn’t the most reliable way to check if the model is
trained well or not. F1 Scores are much more reliable and important.

N 5 === Dummy Classifier ===
* Accuracy = 99.83% Accuracy: 0.9983 (99.83%)
e Recall = 00.00% Precision: 0.0000 (0.00%)

S 0 Recall: 0.0000 (0.00%)
* Precision = 00.00% F1 Score: 0.0000 (0.00%)




3. Our Models / Code Walkthrough

We trained a:

e Random Forest Model

e | ogistic Regression Model

e Voting Classifier Model (using the Logistic Regression and Random Forest Model)
Data was split with 80% Training and 20% Testing using train_test_split

Used Libraries: sklearn, numpy, pandas, GridSearchCV, matplotlib.pyplot




Random Forest Model

Usage process Results
e |t is a classification model, which is the best use model Accuracy ~ 99 . 96% (O 9996)

for our final project and will return to us the best results
for credit card fraud detection.

e Robust and learns/improves easily to noisy data, Precision ~ 9529% (09529)

meaning that it'll be more accurate

model = RandomForestClassifier( 0
Recall ~ 82.65% (0.8265)
ccp_alpha=8.0, ¢ We used eca - 0 -
class_weight={8: 1, 1: 18},

criterion="gini', GridSearchCV to

sa_festures'sar. find the best F1 Score ~ 88.52% (0.8852)

min_impurity _decrease=0.0, p O S S | b I.e

min_samples_leaf=2,

nin_samples_split=s, hyperparameters for

min_weight_fraction_leaf=0.0,

n_estimators=200, the mOdel_ to get the

n_jobs=None,

AP Precision: 8.9529
randon_state=4z, highest and best Recall: 0.8765

verbose=a,

warm_start=False reSUltS Fl SI::‘:] rE . E - HE-.EI:

=== Standalone Random Forest ===
Accuracy: 0.9996




Logistic Regression Model

Usage process

e |t is a classification model, which is the best use model
for our final project and will return to us the best results
for credit card fraud detection.

e |t is one of the best comparisons that we could get to our
Random Forest Model, allowing us to compare the two
results and see which model returns the best results.

log_reg = LogisticRegression|
C=0.1,

e The Logistic Regression model
¢ ass welgnt= batanced®, will also be incredibly useful in
fit_lntercept=True, getting our final results with

intercept_scaling=1,

L1_ratio=None, the Voting Classifier model.

max 1ter=500,

multi_class='auto’, e Used GridSearchCV to

n_jobs=None, ) .
penalty="12", opt|m|ze our hyperparameters

random_state=None,

solver='Lliblinear’, for the best results.
tol=0.0001,

verbose=8,

warm_start=False

Results
Accuracy = 97.56% (0.9756)

Precision = 0.061% (0.0611)
Recall * 91.84% (0.9184)

F1 Score = 11.5% (0.1146)

Hyper-parameters were set to get the best
Recall Score, sacrificing precision and F1.

=== Standalone Logistic Regression ===

Accuracy: 0.9756
Precision: 0.0611

Recall: 9.9184
F1 Score: ©.1146



Voting Classifier Model

Usage process Results
e Combines multiple models (Logistic Accuracy = 99.96% (0.9996)
Regression + Random Forest) to make a final
prediction. Precision ~ 95.24% (0.9524)

e Averages the predicted probabilities and

chooses the most confident model to fit with. Recall ~ 81.63% (0.8163)
e Benefits of using the best of both models to

get the highest testing results. F1 Score ~ 87.91% (0.8791)

voting_clf = VotingClassifier(

estimators=| these were our best results ever from all
'logreg’', log_reg_model), mOdelSI

'rf', rf_model

=== Voting Classifier (All Models, Soft Voting) ===
Accuracy: ©.9996
Precision: 0.9524 Metrics

! !

voting="soft',
weights=[0.2, 0.8],
n_jobs=-1

Recall: 0.8163
F1 Score: ©0.8791




4. Result Graphs
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Voting Classifier Model
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